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Global Artificial Intelligence Guidelines

Purpose

The purpose of these guidelines is to establish the appropriate use of artificial intelligence (Al)
in the workplace, including the use of Generative Al (GAI) and Algorithmic Al (AAl) tools, as
defined below in the definition section. This policy aims to ensure that Al technology is used
to enhance productivity, efficiency, and decision-making while complying with applicable law
and respecting privacy, confidentiality, and data security.

Scope

This policy applies to all employees, contractors, third-party vendors, full or part-time, fixed-
term or permanent, current, long-term independent contractors, interns and other workers of Biocon
(“you”) or about the usage of any Artificial Intelligence (Al) application by Biocon and its subsidiaries
us” and “our”) who interact with, Al such as, develop, usage or
implement Al tools within the organization (collectively called as Al Users). It covers all Al
technologies, including, (but not limited to), machine learning, natural language processing,
and computer vision such as Co-Pilot, Gemini, ChatGPT, DALL-E, Midjourney, and other similar
applications that mimic human intelligence to generate answers, work products, or perform
certain tasks.
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(collectively “Company”, “we”,

Definition
Terms Definition

Technology that analyses data with machine-learning

Algorithmic Al (AAl) algorithms and can make decisions or predictions based
on the data.
Any app, software, or system that can independently
change its own analytical methods and utilizes artificial

Al Tool intelligence (including Generative and Algorithmic Al),

machine learning, or other advanced algorithms to
perform tasks, analyse data, or make (or assist in
making) decisions. Al Tools may use GAlI, AAl, or both.

A domain of software methods and algorithms focused
on creating systems that perform tasks that mimic or
resemble human intelligence. Al systems vary in
approach and include statistical and rules-based
methods, as well as more complex mathematical
approaches—such as machine learning and deep
learning—that learn to predict a label after analysing
large amounts of training data.

Artificial Intelligence (Al)

A category of algorithms trained on large, labelled
training data sets that can generate text, images, video,
sound, or other work product (Output) in response to

Generative Artificial
Intelligence (GenAl)




prompts (Input). Generative Al systems generally work
by ingesting large amounts of labelled training data,
analysing correlations and patterns, and using these
patterns to make predictions about future states.
Examples include ChatGPT (text-to-text/image), GitHub
Copilot (text-to-code), Midjourney (text-to-image),
Copilot (code programming assistant), and Model
Scope (text-to-video). Generative Al can also appear as
a feature in another application, such as “Compose with
Al” in Front.

Company Confidential
Information

Information (including combinations of individual items
of information) that the Company has or will develop,
acquire, create, compile, discover, or own, that has
value in or to the Company’s business, is not generally
known outside the Company, and which the Company
wishes to maintain as confidential or could be
detrimental to the project if disclosed. It includes both
information disclosed by the Company to Employees
and information developed or learned by Employees
during their employment with the Company.

Personal Data

Any information relating to an identified or identifiable
natural person. An identifiable natural person can be
identified, directly or indirectly, by reference to an
identifier such as a name, an identification number,
location data, an online identifier, or one or more
factors specific to the physical, physiological, genetic,
mental, economic, culture, or social identity of that
natural person.

EU-AI Act

The EU Artificial Intelligence Act (Al Act) is a legal
framework that governs the development and use of
artificial intelligence (Al) within the European Union
(EV).

Data Protection Law

Data privacy or Data Protection means when, how, and
to what extent the personal data of a consumer can be
shared and communicated to others. Personal
information can include (not limited to) name, address,
ethnicity, phone number, and marital status. The laws
that govern the same are referred to as Data Protection
Laws.

A computer program that works automatically,

BOT especially one that searches for and finds information
on the internet/intranet.
The Internet of Things (loT) refers to a network of
loT physical devices, vehicles, appliances, and other

physical objects that are embedded with sensors,




software, and network connectivity, allowing them to
collect and share data.

Large Language Model (LLM)

An advanced artificial intelligence system designed to
understand, generate, and manipulate human language
by processing vast amounts of textual data.

Introduction

This Global Al Guidelines provides recommendations for the use of Al tools by company
employees. This policy serves to enable employees to harness the full potential of Al in their
roles, improve the company's operations, and promote a culture of Al literacy and safety. This
policy seeks to ensure the security of our company's and customers' data and foster a secure,
professional, and respectful environment for all users.

For the purposes of this policy, Al tools include but are not limited to generative models such
as (but not limited to) ChatGPT, Co-pilot, Gemini, image and video creation services like DALL-
E and Midjourney, code verification tools, and a variety of emerging Al services.

General Principles.

For purposes of this policy:

(a) This policy applies when Al Users use Al Tools to perform or assist in the performance
of, any work-related activities without regard to the location of the Al Users at the time
they use the Al Tools, or whether the Al Users operate the Al Tools on Company devices
and systems, on the Al Users' devices, mobile devices, or any other third-party
electronic devices.

(b) All use of Al involving Company Confidential Information must be through the
Company-provided enterprise accounts (and not personal, non-business accounts),
and must be accessed using Company-provided hardware such as iPads, Mobiles,
Laptops or Desktops.

(c) Any use of Al must comply with applicable law, all the Company and the terms and
conditions of the license for use of the Al.

(d) System Administrators and Employees should enable all appropriate safety features in
their use of Al on Company-provided accounts to minimize the risk of copyright or
license infringement of known software, as well as to prevent other problematic
outputs.

(e) Al may not be used in an unethical or harmful manner or any manner that would
otherwise violate Company policies.

(f) Any Output for use or incorporation into the Company’s product, code, systems or
operations in any way must be reviewed for accuracy, detectible bias, infringement of
intellectual property or other potential errors. If the Output is a purported statement
of fact, the user is responsible for checking it for accuracy.



(g) Employees may not use, enter, or enable any other type of interaction involving
Company Confidential Information with any personal Al accounts under any
circumstances.

DO’S

DON’TS

Do ensure that data privacy policies are strictly followed when implementing Al
systems, protecting employees' personal information from unauthorized access
and misuse.

Do use Al tools transparently, informing individuals about how their data is being
used and providing them with control over their personal information.
Understand that GenAl tools may be useful but are not a substitute for human
judgment and creativity.

Understand that many GenAl tools are prone to “hallucinations,” false answers or
information, perceptions or information that is stale, and therefore responses
must always be carefully verified by a human.

Treat every bit of information you provide to a GenAl tool as if it will go viral on the
Internet, attributed to you or the Company, regardless of the settings you have
selected within the tool (or the assurances made by its creators). So, use it wisely
and with integrity.

Verify that any response from a GenAl tool that you intend to rely on, or use is
accurate, appropriate, not biased, not a violation of any other individual or entity’s
intellectual property or privacy, and consistent with Company policies and
applicable laws.

Use Large Language Models (LLMs) responsibly by ensuring they are utilized in
compliance with company policies and data privacy regulations to protect sensitive
information.

Do not use GenAl tools to make or help you make any decisions such as (not limited
to) employment decisions about applicants or employees, including recruitment,
hiring, retention, promotions, transfers, performance monitoring, discipline,
demotion, or terminations.

Don't neglect the ethical implications of Al and data privacy, as this can lead to
breaches of trust, potential data breaches, and the misuse of employees' sensitive
information.

Don't use Al to monitor or analyse individual's behaviour without clear policies and
consent, as this can create a hostile work environment and violate privacy rights.
Do not upload or input any confidential, proprietary, or sensitive Company
information into any GenAl tool. Examples include passwords and other
credentials, protected health information, personnel agreement material,
information from documents marked Confidential, Sensitive, or Proprietary, or any
other non-public Company information that might be of use to competitors or
harmful to the Company if disclosed. This may breach the Company’s obligations



to keep certain information confidential and secure, risks widespread disclosure,
and may cause the Company’s rights to that information to be challenged.

e Do not upload or input any personal information such as (but not limited to)
(names, addresses, likenesses, etc.) about any person into any GenAl tool.

e Do not represent work generated by a GenAl tool as being your original work.

e Do not integrate any GenAl tool with internal Company software or loT devices
without first receiving specific written permission from the Data Privacy Office and
the IT Department.

e Do not use GenAl tools other than those on the approved list from the IT
Department.

e Beware of any Malicious chatbots that can be designed to steal or convince you to
disclose information.

e Do not ignore company policies and guidelines when using Al and loT devices, as
improper use can compromise both data security and privacy.

Reporting Non-Compliance with This Policy

(@) Al Users are expected to report immediately, any violation to
privacy@biocon.com if they become aware of:

(i) An actual or possible violation of this policy
(ii) A breach of data privacy or security
(iii) Al system failure

(b) Reports made under this section will be investigated, and Al Users must cooperate
with any such investigation.

(c) The Company may, in its sole discretion, decide to suspend the use of the Al Tool
during any such investigation.

Confidentiality.

The input of confidential or sensitive information into an Al Tool could result in the disclosure
of such information to third parties. When using Al Tools, Al Users must comply with [name
policies concerning confidentiality, non-disclosure of trade secrets or intellectual property,
IT/computer use policy, etc.]. Al Users inputting data and information into an Al Tool are
prohibited from disclosing trade secrets, confidential or proprietary business information
belonging to the Company or its [clients/customers], or from infringing upon the intellectual
property of the Company or others.

(i) To the extent information is licensed from a third party, the output may be subject to
restrictions on the use of the information contained therein. Inputting such licensed
information into an Al Tool could constitute a breach by the user of those third-party
restrictions.

The publication or distribution of the output of an Al Tool could result in the violation of the
Intellectual Property rights of third parties. Before publishing or distributing content
generated by Al Tools (in whole or in part), an Al User must receive approval from
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[supervisor/manager]. When publishing or distributing content generated by Al Tools (in
whole or in part), Al Users must make known —through a disclaimer or otherwise — that the
content has been generated by Al. Al Users must always comply with Company [identify
policies concerning data and record retention, and the proper storage, handling and sharing
of sensitive information].

Security Practices

When using Al tools or websites (for example: Stack Overflow, Coda) for coding tasks,
programmers must thoroughly inspect and test any Al-generated code for functionality and
security, ensuring adherence to best practices. Uploading sensitive code to the platform is
strictly forbidden.

Complaints

If you wish to file a complaint or have any further queries on the usage of the Al Guidelines/
Acceptance Policy, please contact privacy@biocon.com. We will endeavour to respond to
your queries/complaints as soon as possible. In addition, you may also have the right to lodge
a complaint with a supervisory authority, including in your country of residence, place of
work, or where you believe an incident took place.

Right to terminate or Amend policy

Company reserves the right to modify, suspend, change, or terminate this Policy at any time
pertaining to business or statutory requirements. This Policy does not create any contractual
rights or obligations, whether expressed or implied.

Exception

This policy does not cover any GenAl or Al tools formally approved or installed in your system
for use by the Company.

Reference
Do refer to the below policy in alignment to this Al Acceptance/Guidelines Policy: -

e Personnel Data Privacy Notice
e Information Security Policy
o Acceptable Use of Information by Employee Policy
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